Fig. 3 



- 106 



306 



Application(s))) 



r-312 


1 7T 


F- 


Control 




Logic 



-304 



Transmit/ 
Receive 
Module(s) 



Memory 
Mgmt 
Dgta 



Network 
interface(s) 


Communications Agent 


Security 
/ Module 


Session_ID 
Generator 


316 


^ , EPPP 



-324 



324(A...N) - 



Fig. 4 



- 108 



{Applicatlon(s) 



-402 



Processor(s) 



System Memory 


Mgmt 




Data 


406 



410- 



Network 
Interface{s) 



Communications Agent 


Security 
. Module 


SessionJD 
Generator 



318 



T 



EPPP 



NX 



-412 



Fig. 5 



-HI4.-H8.120 



(Apprication(s))/ 



^512 


Control 




Logic 



U504 

Transmit/ 
Receive 
Modu!e(s) 



502 



514 



Memory 
Mgmt 

Dgta 



^510 



I ^ 508 



Network 
Interface(s) 

316^ 



1 A- 314 
Communications Agent 

.Qooi irit\/ 1 Sf»ftRinn I 



Security 
Module 



318 



EPPP 



SessionJD 
Generator 



1-N 

^-320 



Fig. 6A 



EUTJD 


COOKIE 


K_n 


Cert_key 


00214 
00214 


xxxx 
xxxx 


YYYY 
7777 


nnn 
nnn 


00223 


pppp 


QQQQ 


nnn 










01020 


xyza 


BCDE 


nnn 











01 
III 

Fig. 6B 

— 620 



SessionJD 


Cert_key 


xxxx-YYYY 


nnn 


xxxx-ZZZZ 


nnn 






ffff.GGGG 


nnn 


pppp.QQQQ 


nnn 


xyza.BCDE 


nnn 







I 



Fig. 7 

start J 



- 700 



Receive an indication to 
establish communication 
session 



704 



Receive sesslonjd information 
from end-user terminal (EUT) 




.New session?^ 



Yes 



-706 



issue request to network element 

denoting new communication 
session 



Issue request to network element 
denoting handover communication 
session with at least a subset of 
session Id information 



-714 



-708 



Receive confirmation response with 
sesslonjd infomiatlon 



Forward sesslonjd information to 
the end-user terminal (EUT) 




724 



Network element couples existing 
communication session with new 
basestatlon prior to tearing down 
communication session with prior 
basestatlon. 



-728 



Network element maintains 
communication session, providing 
indication of challenge failure 



Facilitate communication using 
sesslonjd 




^1 



^2 



W 

. IJl . 



Fig. 10 



- 1000 



Basestation 



NAS 



Certification 
Agent 



ICRQ(CS-CERT,<public_key,CSlD>) 


1004 

Request(public_key,CSID) 


^1002 

^1008 
/ ICRP(CS-CERT,certificate) 


Response(certificate) 


^ 1006 







i 



Fig. 11 



- 1100 



storage IVledlum 




^314 




Communications Agent 






Security 
Module 


SessionJD 
Generator 






EPPP Module 









